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Incidents/Articles of Note:

Staying Cyber Safe: FBI Richmond Holds Cyber Security Round Table
Apple Releases Emergency Patch For Two IPhone, Mac Zero-Day
Vulnerabilities Being Exploited
Google Says It Stopped The Largest DDoS Attack Ever Recorded In June
Threat Group Ramps-Up Attacks On Travel Sector In 2022
Any Fingerprint Can Unlock This Popular Smart Phone
Patch Your Smartphone App For Your Doorbell Camera!﻿
CISA Adds 7 New Actively Exploited Vulnerabilities to Catalog
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https://www.nbc12.com/2022/08/19/staying-cyber-safe-fbi-richmond-holds-cyber-security-round-table/
https://therecord.media/apple-releases-emergency-patch-for-two-iphone-mac-zero-day-vulnerabilities-being-exploited/?utm_campaign=cyber-daily&utm_medium=email&_hsmi=223518395&_hsenc=p2ANqtz-_XfbAbH2_bj9qu9KJnk6JukxFh9r_dAhSp-HSY6E6ihkdgOxkf3Gt9vPu_ql5euqRMGqj4RebBv8Ir1oVcM9sQbXO2PQ&utm_content=223518395&utm_source=hs_email#6f64087b1264c882ca1e382583f13b7fb090c370dbcecc7930c6f9ea05aa7222
https://therecord.media/google-says-it-stopped-the-largest-ddos-attack-ever-recorded-in-june/?utm_campaign=cyber-daily&utm_medium=email&_hsmi=223518395&_hsenc=p2ANqtz-_ix44IQg4UpM7TBOSNaXYt8AdgN7bumskhK5pJteZkDHwV6BBLtcNwU-mL8rgCWFlfb1uVDLSDxBPj16Ba4gNdseDPLw&utm_content=223518395&utm_source=hs_email#6c1d9005f88e889eebb6afe6b4ecad08b9cc04a6e72f4aaeafc71f96ce031b86
https://www.infosecurity-magazine.com/news/threat-group-rampsup-attacks-on/
https://www.techworm.net/2022/07/pixel-6a-fingerprint-unlock-phone.html?web_view=true
https://thehackernews.com/2022/08/new-amazon-ring-vulnerability-could.html
https://thehackernews.com/2022/08/cisa-adds-7-new-actively-exploited.html


 

 

 

 

 

 

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online

Resource | Springboard

63 Cybersecurity Resources 
for Any Stage of Your Career
The field of cybersecurity is always 
evolving, and nothing suggests that that 
is likely to change soon. That’s because 
hackers are constantly finding new ways 
to infiltrate systems. A degree or 
bootcamp will give you the foundational 
knowledge you’ll need to launch your 
career, but cybersecurity professionals 
need to be constantly learning once 
they’re out of school.

View Resource

Resource I Krebs on Security

Sounding The Alarm On 
Emergency Alert System 
Flaws
The Department of Homeland Security 
(DHS) is urging states and localities to 
beef up security around proprietary 
devices that connect to the Emergency 
Alert System — a national public 
warning system used to deliver 
important emergency information, such 
as severe weather and AMBER alerts. 
The DHS warning came in advance of a 
workshop to be held this weekend at the 
DEFCON security conference in Las 
Vegas, where a security researcher is 
slated to demonstrate multiple 
weaknesses in the nationwide alert 
system.

View Resource

- Tools and Resources -

https://www.springboard.com/blog/cybersecurity/free-cybersecurity-resources/
https://krebsonsecurity.com/2022/08/sounding-the-alarm-on-emergency-alert-system-flaws/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 

 

 

 
 

  
 

   
 

 
 

 

 

Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
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VFC Shield Report SAR Shield Homepage

"Awareness Through Information 
Sharing" Email Coordinator All Products

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 

been selected to provide you with event information to highlight available resources designed to 
improve public safety and reduce the probability of becoming a victim of a crime.
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